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ABSTRACT
An increase in Wi-Fi probe request packets (which may be broadcast in homes for
remote workers or hybrid work environments and in corporate enterprise wireless local
area networks) is directly proportional to a percentage increase in airtime utilization and
the overall channel utilization of different Wi-Fi frequency bands. An increase in these
two parameters may sometimes adversely impact the overall performance outcome when
an application is connected to a Wi-Fi network. To address this type of challenge,
techniques are presented herein that support a peer-to-peer (P2P) workflow-based
onboarding of augmented reality (AR) and virtual reality (VR) enabled Wi-Fi 6 and Wi-Fi
7 clients (as used by, for example, remote workers) by leveraging the Wi-Fi Device
Provisioning Protocol (DPP), P2P information elements (IEs), and a nonce-based
validation technique between a parent and child Wi-Fi clients. Aspects of the presented
techniques support the scanning of a Wi-Fi logo from an AR or VR headset and then the
triggering of the scanning of a hardware media access control (MAC) address to
automatically craft a unicast packet and then send a directed probe request packet
specifically to just the instant access point (AP) through the infrastructure’s hardware MAC
address.
DETAILED DESCRIPTION
Currently, a Wi-Fi probe request packet is broadcast in homes (e.g., for remote
workers or hybrid work environments) and in corporate enterprise wireless local area
networks (WLANs) and an increase in such probe request broadcast packets is directly
proportional to a percentage increase in airtime utilization and the overall channel
utilization of different Wi-Fi frequency bands (e.g., 2.4 gigahertz (GHz) and 5.6 GHz). An
increase in these two parameters may sometimes adversely impact the overall performance
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outcome when an application is connected to a Wi-Fi network. Since the number of
augmented reality (AR) and virtual reality (VR) headsets for remote workers (and, in
general, for individuals in the future of work (FoW)) are showing increased growth, the
number of AR and VR devices will increase further in homes (under, for example, a hybrid
workplace scenario or a remote worker use case) but there is no unique way to optimize
the WLAN connectivity phase for a Wi-Fi 6 or Wi-Fi 7 AR or VR headset that is specific
to such a FoW use case in order to improve their collaboration application experiences.
Under aspects of techniques proposed herein, the moment that a Wi-Fi logo is
observed by an AR or VR headset (i.e., a Wi-Fi client) which a remote worker is wearing,
such a device may automatically scan the label to obtain the hardware media access control
(MAC) address of the Wi-Fi chipset that is present in the access point (AP) (or Wi-Fi
hotspot) to craft a directed probe request packet and eventually send the same only to the
AP, infrastructure, or Wi-Fi hotspot for association. Through such an approach the
association process is automated thus reducing the percentage of airtime utilization and the
percentage of overall channel utilization (by nullifying the need for broadcast packets).
As noted above, the general broadcast of a Wi-Fi probe request packet raises
various challenges. To address such challenges, aspects of the techniques presented herein
support the scanning of a Wi-Fi logo from an AR or VR headset and then the triggering of
the scanning of a hardware MAC address (through, for example, a dropdown box or the
label that is pasted to the AP) to automatically craft a unicast packet and then send a
directed probe request packet specifically to the instant AP through the infrastructure’s
hardware MAC address (i.e., as the destination MAC address in a Wi-Fi probe request
packet).
Aspects of the techniques presented herein may send the directed probe request
packet (as described above) only in a channel from the 6 GHz band as the 2.4 GHz
industrial, scientific and medical (ISM) spectrum is traditionally a congested channel.
Through such an approach the 6 GHz or 5 GHz channels may be automatically allotted for
AR and VR Wi-Fi 6 and 7 headsets (as Wi-Fi clients) with other Wi-Fi users (e.g., remote
workers in a home or a factory) being onboarded to the 2.4 GHz or 5 GHz channels by
traditional means.
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According to aspects of the techniques presented herein, if there is another AR or
VR Wi-Fi 6 or 7 user that is scanning the same Wi-Fi logo, then the automated association
workflow that was described above would happen eventually to ensure that peer-to-peer
(P2P) communication may occur between the AR and VR (FoW) headsets and that the
same would be done through a direct local switching of traffic over-the-air (OTA).
Under aspects of the techniques presented herein, a generic optical AR or VR-only
recognizable label may be created for every networking infrastructure device. Beyond
supporting an automatic Wi-Fi MAC address recognition capability (as described above),
such an approach would be useful from a networking device inventory management
perspective and a rack space management perspective. Additionally, every network device
may be tagged with a uniquely encoded serial number for optical recognition through an
AR or VR headset. Such a uniquely encoded serial number and the Wi-Fi MAC address
details may be used through the Wi-Fi Device Provisioning Protocol (DPP) as will be
described below.
Further aspects of the techniques presented herein encompass the embedding of
additional P2P information elements (IEs), that may be obtained from an encoded label
that is scanned (through, for example, optical character recognition) as described above, in
the directed probe request packets to classify Wi-Fi clients with similar P2P IEs in the same
user group (e.g., as child devices). This capability will be described and illustrated below.
By encoding a unique hardware Wi-Fi MAC address of the AP or networking
infrastructure device, only an AR or VR-partner branded FoW networking device (with,
for example, Wi-Fi connectivity embedded into it) could optically scan an encoded label
and derive the MAC address. Aspects of the above, according to the techniques presented
herein, may innovatively include the validation of a networking infrastructure device based
on a Trusted Platform Module (TPM) and organizationally unique identifier (OUI) to read
an encoded label. Such an approach improves both the security and the privacy for an AR
and VR remote worker use case by obviating hackers or threat actors getting into a
collaboration (e.g., online) application-based meeting.
After a MAC address is scanned as described above, a Wi-Fi client (e.g., an AR or
VR headset) may craft a unicast directed probe request packet to connect to the Wi-Fi
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infrastructure in an optimum manner thus reducing radio frequency (RF) channel
utilization and the percentage of airtime utilization.
Figure 1, below, depicts elements of the scanning by an AR or VR device of a quick
response (QR) code in connection with the onboarding of a P2P Wi-Fi client.

Figure 1: Illustrative Scanning During Onboarding of P2P Wi-Fi Client
Figure 2, below, presents an exemplary sequence diagram comprising a P2P IE
exchange through the scanning of a QR label in connection with the onboarding of two
P2P devices.
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Figure 2: Exemplary Sequence Diagram
In connection with multi-device onboarding through a P2P workflow originating
from a parent Wi-Fi client scanning a QR code, it is common to see many Wi-Fi client
devices that are associated to the same user's smartphone. For example, a mobile phone, a
laptop, a set of AR or VR glasses, a smart watch, etc. are commonly carried by any user.
Currently, a user is required to manually connect each Wi-Fi child device to the
Wi-Fi network. Aspects of the techniques presented herein support an extension of the
above-described process for the seamless onboarding of multiple devices for a single user
which reduces the airtime utilization as described above.
A user may associate one or more devices with their AR or VR glasses (or any
parent Wi-Fi client device) where only the parent device is capable of scanning a QR code
label of a WLAN AP infrastructure. Mechanisms for such an association are commonly
available. However, there are existing P2P IE mechanisms with DPP (as shown in Figure
2, above) such as for how a smartwatch may communicate to a smartphone.
5
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Figure 3, below, presents a workflow encompassing the scanning of a QR code to
automatically identify an AP MAC address to perform multi-device Wi-Fi client
onboarding using P2P IEs (by leveraging DPP).

Figure 3: Exemplary Multi-Device Onboarding Workflow
As depicted in Figure 3, above, when a QR code is scanned to identify the hidden
WLAN service set identifier (SSID), which may be embedded within the QR code, and
other WLAN network related details, the parent device (which are VR glasses in the instant
example) may send a multi-device authentication and onboarding request. Such a request
may include an SSID, a MAC address, and parent Wi-Fi device or client details that are
sufficient to validate same with the AP or WLAN infrastructure (as depicted in Figure 2,
above).
As shown in the above workflow, according to aspects of the techniques presented
herein the AP or wireless local area network (LAN) controller (WLC) may then challenge
with a nonce value to validate the integrity of the parent device and the child devices that
are requesting to onboard. The nonce value may be the same for both the parent device
and the child devices or it may be different. Among other things, a parent device may
include additional details (such as how many child devices are trying to onboard) that may
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be used by the AP or WLC to derive multiple nonce values that are unique for each child
device.
Under aspects of the techniques presented herein, the nonce values that are
associated with the different child Wi-Fi clients may innovatively be exchanged with a
multicast listener discovery (MLD) device (e.g., an AP) through different links of the
multi-link operation (MLO) over 2.4, 5, and 6 GHz.
Aspects of the techniques presented herein innovatively support the creation of a
client group based on the parent nonce and child nonce exchanges, utilizing P2P IEs and
DPP IEs in the group formation phase (as depicted in Figures 2 and 3, above).
A parent Wi-Fi client device (such as a set of VR glasses as depicted in Figure 3,
above) upon receiving a request may compute a TPM hash value for itself based on the
parent nonce value. The parent device may also use this same P2P channel to request that
the child devices also compute a hash value based on the respective child nonce value.
The computed hash values from all of the child devices and the parent device may
be hashed together and then sent back to the requestor (such as an AP or WLC
infrastructure, as shown in Figure 3, above) over different MLO links between the parent
client (i.e., between MLD and STA) and the AP (i.e., between MLD and AP) for validation.
The requestor may validate the same against any integrity validation system (which
is not limited to a certificate authority (CA) server). Based on the validation response, the
requestor may send an "allow" notification to the parent Wi-Fi client device to onboard the
child Wi-Fi client devices. Importantly, policies may be applied on the AP or WLC to
limit the number of child devices that may be onboarded using the mechanism as escribed
above. This may include additional information such as channel details, MLO details, etc.
Employing the workflow that was described and illustrated above eliminates the need for
Wi-Fi child devices to send individual broadcast packet based probe requests as this is
handled in a directed probe request just by the parent device (e.g., a set of VR glasses) –
following, for example, the scanning of a QR code – as depicted in Figure 3, above. The
parent device may then share the details from the requestor to the respective child devices
for successful onboarding in a secure and seamless manner.
In summary, techniques have been presented herein that support a P2P workflowbased onboarding of AR and VR enabled Wi-Fi 6 and Wi-Fi 7 clients (as used by, for

7

Published by Technical Disclosure Commons, 2022

6749

8

Defensive Publications Series, Art. 5084 [2022]

example, remote workers) by leveraging the DPP, P2P IEs, and a nonce-based validation
technique between a parent and child Wi-Fi clients. Aspects of the presented techniques
support the scanning of a Wi-Fi logo from an AR or VR headset and then the triggering of
the scanning of a hardware MAC address to automatically craft a unicast packet and then
send a directed probe request packet specifically to just the instant AP through the
infrastructure’s hardware MAC address.

8

https://www.tdcommons.org/dpubs_series/5084

6749

9

